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ith more and more com-
Wpanies falling prey to
cyberattacks, cyberse-

curity protections have become
an important aspect of corporate
governance. Unfortunately, in
M&A transactions, cybersecurity
issues are often an afterthought,
if not ignored altogether. As no
company is immune from cyber-
attacks, parties engaged in M&A
transactions should treat cyber-
security as a critical stand-alone
aspect of due diligence.

Software and networking
companies have traditionally
been viewed as prime targets for
cyberattacks. But any company
with significant intangible assets
could fall victim to hackers. In
our increasingly connected busi-
ness environment in which nearly
every company has a website and
collects and maintains customer
data in some form, data security
is critical — and now a legally
imposed obligation in various in-
dustries.

Thieves often target personal
information regarding customers
and employees, internal finan-
cial and other confidential infor-
mation, and trade secrets. This
is no longer an exclusive risk to
high-tech companies. Accord-
ing to Forbes, the five industries
most likely to have cyberattacks
in 2015 were healthcare, manu-
facturing, financial services,
government and transportation.
All companies involved in M&A
transactions, therefore, must pay
attention to cybersecurity.

Cybersecurity issues can affect
an M&A transaction in several
ways. For example, an existing
data breach can lower the value
of a target company or lead the
acquiring party to demand other
concessions such as indemnifica-
tion or shared liability. But an ac-
tual data breach is only one cyber
security problem that could be
discovered via due diligence. Lax

by

MATTHEW HOLOHAN

RAYMOND AGHAIAN

cybersecurity standards and ab-
sent or insufficient response pro-
tocols should a data breach occur
can also devalue a company or
require future indemnification.
An acquiring company may even
withdraw from a deal if cyberse-
curity is too lacking, given the
severe risks of data breaches and
potential scrutiny by regulatory
bodies.

A recent survey by the NYSE
Governance Services asked 276
directors and officers of public
companies about the impact of
cybersecurity threats on their
M&A due diligence process. In
response, 85 percent of direc-
tors and officers stated that ma-
jor security vulnerabilities were
“somewhat likely” or “very like-
ly” to affect a merger or acquisi-
tion. In fact, 22 percent said they
would not consider acquiring a
company that has recently suf-
fered from a high-profile data
breach, while 52 percent said
they would consider such an ac-
quisition “only at a significantly
lower value.”

An acquiring party should
therefore conduct robust cyber-
security-related due diligence
as part of any M&A transaction.
This might begin with an iden-
tification of all intangible assets
of the target company that may
be vulnerable to attack. This in-
cludes anything from confiden-
tial personnel files and customer
data to trade secrets maintained
in the form of data. The acquiring
party should provide a question-
naire asking for identification of
any company assets that could be
exploited or lost in a cyberattack,
along with a detailed explana-

In our increasingly connected business
environment in which nearly every
company has a website and collects and
maintains customer data in some form,
data security is critical — and now a legally
imposed obligation in various industries.

tion of how such information is
kept secure. Appropriate secu-
rity measures vary among differ-
ent industries and data types, but
customary protections afforded
to trade secrets might provide a
helpful benchmark when measur-
ing the sufficiency of data secu-
rity protocols.

The acquiring party should
also inquire not only concerning
any known data breaches and lev-
el of complexity of such attacks,
but also of any known vulnerabil-
ities within the target’s security
system. This includes the breadth
of access to confidential infor-
mation within the company and
the level of enforcement for the
company’s security procedures.
Further, as M&A deals are often
followed by corporate restructur-
ing and reorganization, the risk
of data leaks or theft by employ-
ees may be enhanced following
an M&A transaction. The acquir-
ing party should assess these
risks and determine what can be
done by the target company to
minimize them.

In addition to security pro-
tocols to prevent a data breach,
all companies should have a re-
sponse protocol in place in the
event that a data breach none-
theless occurs. The acquiring
company should know what this
is so they can assess the suffi-
ciency of the protocol and any
improvements that need to be
made prior to or following the
acquisition, including an alloca-
tion of costs for any changes that
need to be made. A deficient or
nonexistent response protocol
can significantly devalue a tar-
get company, as the acquiring

company absorbs the risk of fall-
out from future data breaches or
must invest resources in putting a
proper protocol in place. Moreover,
given the delay inherent in discov-
ery of data breaches, the acquiring
company should also asses any cy-
ber insurance policy in place and
what such a policy would cover in
the event a breach is discovered af-
ter the acquisition.

The acquiring party might re-
tain a third-party company, over-
seen by legal counsel, to conduct
a review and audit of the target
company’s cybersecurity proto-
cols. Such an audit might include
an evaluation of compliance
with industry security standards
such as NIST and ISO, regulatory
frameworks as recently enacted
by the New York Department of
Financial Services and various
state guidelines established in
California and Massachusetts. To
enhance its own value, a target
company anticipating acquisition
might conduct its own formal re-
view before negotiations take
place, though doing so carries the
risk that any acquiring company
might be viewed as insufficient
by the acquiring company.

Data breaches are a pervasive
threat across all industries, and
any companies involved in M&A
transactions must take these
threats seriously. To preserve
the value of any M&A transac-
tion, potential devaluations aris-
ing from cybersecurity concerns
must be quickly identified and
assessed. e
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