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Distributed ledger technology (which includes blockchain) is transformative in its own right. That said, one of the
unique aspects of distributed ledger technology is its ability to benefit numerous, and often dissimilar,
technologies and industries. Distributed ledger technology is likely best known as the underlying technology
supporting many digital assets (cryptocurrencies, stablecoins, tokenization, and central bank digital currencies
(CBDCs)). That said, distributed ledger technology can be utilized and leveraged in various other spheres,
including artificial intelligence, traditional finance, energy, tech, media, supply chain and logistics, retail,
healthcare, real estate, transportation, manufacturing, and others.

 

I. Distributed Ledger Technology (Including Blockchain)

a. Distributed Ledger Technology

Distributed ledger technology – “such as blockchain technology, uses independent digital systems to record,
share, and synchronize transactions, the details of which are recorded simultaneously on multiple nodes in a
network. A token is an entry of data encoded on a distributed ledger. A distributed ledger can be used to identify
ownership of both fungible tokens (such as cryptocurrency, [stablecoins, and CBDCs)] and [non-fungible tokens

(such as tokenized assets)].”1

Distributed ledger technology is aptly named and can be largely described by its representative nomenclature.
Ledgers, which have been used for centuries, are a “record or collection of transactions, which track the

movement of money or goods from one entity to another.”2 Identical versions of the ledger at issue are verified
and maintained across distributed networks (i.e., separate computers or servers). The ledger is recorded
digitally, and computer systems facilitate its distribution. Hence, distributed ledger technology.

The Congressional Research Service (CRS) and U.S. Government Accountability Office (GAO), which provide
invaluable information on myriad complex issues, published the below image to help demonstrate the difference

between distributed ledger systems and more traditional centralized ledger systems.3

                                  Centralized vs. Distributed Ledger Systems
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b. Blockchain

Blockchain – is “a distributed digital ledger of cryptographically signed transactions that are grouped into
blocks. Each block is linked to the previous block after validation. As new blocks are added, older blocks become

more difficult to modify. New blocks are replicated across copies of the ledger within the network.”4

Blockchain is a type of distributed ledger technology. Similar to the naming conventions of distributed ledger
technology, blockchain relies on a chain of blocks. The blocks are verified transactions (these transactions don’t

have to be fiscal in nature). In essence, blocks are new authenticated entries stored on the ledger.5 As new
blocks of verified information are added to the chain, the blocks and chain become harder to modify (this is often
referred to as “immutability”). Put another way, immutability “is the property of not being subject to change[,] and

[i]n the context of data, it refers to data that can only be written, not modified or deleted.”6

 

 The U.S. Department of Commerce - National Institute of Standards and Technology defines a blockchain as
follows – “a blockchain is a collaborative, tamper-resistant ledger that maintains transactional records. The
transactional records (data) are grouped into blocks. A block is connected to the previous one by including a
unique identifier that is based on the previous block’s data. As a result, if the data is changed in one block, it’s
unique identifier changes, which can be seen in every subsequent block (providing tamper evidence). This
domino effect allows all users within the blockchain to know if a previous block’s data has been tampered with.
Since a blockchain network is difficult to alter or destroy, it provides a resilient method of collaborative record
keeping.”

7   
For sake of clarity, there are two major types of blockchain, permissionless and permissioned. In a
“permissionless blockchain, anyone can serve as a transaction validator; in a permissioned blockchain, the ability
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to validate transactions is limited to a group authorized by the operators of the system.”8

 

II. Distributed Ledger Technology Use Cases

Regardless of the sector, the primary benefits of distributed ledger technology, particularly in the context of
blockchain, are immutability (the records are unalterable), transparency (verified users can see all transactions
on the ledger), and decentralization (information is verified and stored across numerous systems). The import of
these benefits, as well as potential issues, vary depending on the use case. Several potential distributed ledger
technology use cases are addressed below.

a. Digital Assets

Digital assets – “refers to all CBDCs, regardless of the technology used, and to other representations of value,
financial assets and instruments, or claims that are used to make payments or investments, or to transmit or
exchange funds or the equivalent thereof, that are issued or represented in digital form through the use of
distributed ledger technology. For example, digital assets include cryptocurrencies, stablecoins, [tokenized
assets,] and CBDCs. Regardless of the label used, a digital asset may be, among other things, a security, a
commodity, a derivative, or other financial product. Digital assets may be exchanged across digital asset trading

platforms, including centralized and decentralized finance platforms, or through peer-to-peer technologies.”9

The best-known current use of distributed ledger technology is in the context of digital assets. While each type of
digital asset may use distributed ledger technology in a different way, most digital assets are supported by
blockchain technology. Below is a particularly useful, though somewhat simplified, illustration from the GAO on
how a cryptocurrency transaction can occur through blockchain technology.
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b. Artificial Intelligence

Artificial intelligence (“AI”) – “can broadly be thought of as computerized systems that work and react in ways
commonly thought to require intelligence, such as the ability to learn, solve problems, and achieve goals under
uncertain and varying conditions. The field encompasses a range of methodologies and application areas,

including machine learning (ML), natural language processing, and robotics.”11

AI’s use cases, specifically in the context of large language models, has increased exponentially in recent years.
Much like distributed ledger technology, AI can be applied across various sectors and industries. Also, like
distributed ledger technology, each given use case poses its own benefits and challenges.

As AI use becomes more universal, experts propose that distributed ledger technology may be able to address
certain resulting challenges. For example, the transparency, immutability, and decentralization of distributed
ledger technology could allow companies and regulators to track the data used to “train” models used in AI
systems, thereby allowing entities to better understand the information an AI system is relying on to function.
Similarly, distributed ledger technology could also be used to record data created by AI models, whether it be
composition, computational, art, music, etc. While not specific to AI, distributed ledger technology can also be
used to increase the security and integrity of the data at use.
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c. Other Use Cases

As noted, one of the most interesting aspects of distributed ledger technology, and specifically blockchain, is that
its use cases are broad and vary significantly. While digital assets, and more recently AI, are the use cases most
often discussed, blockchain can be applied to various spheres, including traditional finance, energy, tech, media,
supply chain and logistics, retail, healthcare, real estate, transportation, manufacturing, and others. As
discussed, while a given use case may change their value, the primary benefits of distributed ledger technology
are immutability, transparency, and decentralization. Below are some examples provided by the GAO on different
ways blockchain can be applied to benefit existing spheres.

                                                                                             Blockchain – Supply Chain (Coffee)
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                                                                                    Blockchain – Supply Chain (Pharmaceuticals)
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                                                                                                    Blockchain – Digital ID’s
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                                                                                                      Blockchain – Carbon Credits
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III. Next Steps

Distributed ledger technology has the potential to significantly impact various industries, other technologies
(including AI), and the global economy. As such, those directly utilizing, or indirectly impacted by, distributed
ledger technology should be cognizant not only of its use cases and potential benefits and challenges, but also
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the existing and developing applicable legislation, regulations, and compliance requirements that govern this
transformative technology.

 

Kilpatrick Townsend

Kilpatrick Townsend’s Digital Assets Regulation Blog 
Kilpatrick Townsend’s Digital Assets Regulation Blog (DARB), which is led by attorney Stephen Anstey, covers
various aspects of digital assets (cryptocurrency, stablecoin, tokenization, and central bank digital currency
(CBDC)), regulation, development, and administration, as well as related topics, including distributed ledger
technology and blockchain. For more information, please visit our website at Digital Assets Regulation
(kilpatricktownsend.com).

Kilpatrick Townsend – Government and Regulatory 
Kilpatrick Townsend’s Government and Regulatory practice offers policy, legislative, compliance, and regulatory
advocacy services and legal guidance on both broad and industry-specific matters, including energy,
sustainability, Tribal, finance, distributed ledger technology (including blockchain), and digital assets
(cryptocurrency, stablecoin, tokenization, and central bank digital currency (CBDC)). For more information,
please visit our website – Government & Regulatory (kilpatricktownsend.com).

Kilpatrick Townsend – Fintech 
Kilpatrick Townsend’s Fintech practice provides advice and counseling well as advocacy in disputes on a wide
range of issues, including chartering of financial institutions and associated state licensing, commercial disputes,
patents and trademarks, consumer protection laws, insurance recovery, the Fair Credit Reporting Act, data and
cybersecurity compliance and remediation, trade secrets, and maintaining compliance with a wide variety of
regulatory frameworks. We also represent companies facing investigations and other enforcement actions. For
more information, please visit our website – Fintech (kilpatricktownsend.com).

Kilpatrick Townsend – Digital Assets and Distributed Ledger Technology 
Kilpatrick Townsend’s Digital Assets and Distributed Ledger Technology Practice delivers strategic compliance,
regulatory, transactional, governmental, and litigation counsel to businesses, suppliers, and customers utilizing or
affected by these transformative assets and technologies. We help our clients capitalize on the vast, diverse, and
expanding uses of digital assets (including cryptocurrencies, stablecoins, tokenized assets (tokenization), and
central bank digital currencies (CBDCs)) and distributed ledger technology (including blockchain) while also
identifying risks and avoiding pitfalls. For more information, please visit our website – Digital Assets and
Distributed Ledger Technology (kilpatricktownsend.com).
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